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Introduction
As IoT matures, organisations are becoming savvier and now understand that the lowest-
priced solution – whether for connectivity, modules, or apps – could end up being the most
expensive if you don’t take cost factors beyond the price per megabit into consideration.
Increasingly, the focus is turning to the total cost of ownership for IoT deployments.
Organisations want to understand and control their total costs rather than simply going to
market for the cheapest headline price. 

This paper, supported by the recent MobileWorldLive webinar here, explores three of the
key areas in which substantial TCO reductions can be achieved by enabling organisations to:

•  Eradicate non-performing assets (NPA)
•  Control over-the-air (OTA) upgrade costs
•  Ensure contract term flexibility

As IoT deployments mature, organisations experience these issues first hand because they
don’t have the ability to identify and eliminate NPAs, or to manage OTA costs, or to navigate
costly contractual penalties. As a consequence, they end up with a much higher TCO than
that offered by the original, lowest-priced solution.

IoT organisations are no longer beguiled by cheap hardware that doesn’t have the flexibility to
adapt over time as demands change and technologies advance. Many factors evolve over time.
For example, devices can stop working, devices need updates, or market pricing drops. Not
being set up to react to these changes over time inevitably increases the TCO of a deployment.  

Organisations are, therefore, looking at the entire equation, wanting to know the costs of
connectivity, upgrades, and devices across their complete IoT estate, as well as into the
future, as it scales up into mega-volumes of devices. This imperative to lower TCO cuts
across all of IoT, regardless of where your IoT devices are or how many units are involved.
The good news is there are multiple ways to reduce costs – if you know where to look.
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Non-Performing Assets

A non-performing asset is exactly as
the name suggests; an item that does
not perform. Examples include
incorrectly configured assets, assets
that are not activated, assets that
can’t connect because there is no
coverage, and assets that are not
utilised because the end user either
doesn’t know how to operate them
or doesn’t want to operate them.

The cost impacts can be significant
and are composed of multiple,
different expenses extending from
the cost of the asset itself, the cost of
services to support the asset, such as
connectivity and maintenance, to the
harder-to-quantify cost of lost value, 
such as increased sales, 

collection of valuable data, 
and improved efficiency. 

The costs associated with enabling
an IoT asset can range from a
relatively small amount of money –
in the low double-digits of dollars –
for a simple, connected sensor
proposition to much higher costs
associated with networks of sensors
interconnected across a more
complex device, such as a vehicle
that communicates back to its owner
via high-bandwidth connectivity. The
costs of the chipset, testing, the
module, and the connectivity are
accrued across the entire estate of
devices.

In one example scenario, where
one-third of assets are not
performing, it’s obvious that TCO is
unnecessarily high because 33% of
the expenditure has been made
with no return. Naturally, in a
developing market, such as IoT, this
non-performance may be a
temporary state and NPAs can be
made performative with effective
marketing or the additional
education of users. This propensity
to change later will need to be
taken into account but it’s clear
that, on large-scale deployments,
the costs of NPAs start to stack up
quickly.
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How to Identify NPAs

Effective TCO management of IoT
deployments, therefore, relies on
identifying NPAs across an estate of
tens of thousands of devices. This is
a challenge given the variables
outlined above and the variety of
affecting issues that can arise.
However, NPA identification can be
achieved easily by using the Aeris
Fusion IoT Network, which utilises
connectivity meta-data to
proactively identify NPAs. For
example, in vehicle tracking, if the
back-end applications receives no
co-ordinates from the GPS-tracking
device, it’s obvious that it’s a non-
performing device – even though it
still could be costing a lot of money
because of connection costs and the
installation within the vehicle. 

The Aeris solution, with its AerPort
connectivity management platform,
can be used to identify devices that
are unused because they send no
information or have not been
initialised by users.

Where Are the Savings?

Savings from eradicating NPAs are
highly specific to individual use cases
and customers. However, it is clear
that significant savings can be made.

Example 1: Non-performing
rogue assets

For a customer that had an average
device usage profile of 70MB and,
therefore, had all their devices
pooled on a 75MB plan to protect
against overages, more than
US$15,000 of overage charges
were generated in a single month.

Although the customer’s device
usage had been consistent for the
first two years of deployment, an
increase in rogue devices connected
pushed average usage over 100MB
and several devices had bugs that
were making them send gigabytes of
data. The company was not using
proactive alerts and did not see the
increased usage until they received
the bill – the overage charges could
have been identified earlier and
avoided with Aeris AerPort’s
proactive alerts.

Aeris estimates that by bringing
NPAs into use and controlling rogue
assets, organisations can reduce the
TCO by approximately 15%.
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OTA upgrades have been seen as a
cure for all issues in IoT. Anything
that is software controlled and not
initially shipped with the device can
be altered or upgraded over-the-air
once the device is deployed. That’s
a great advance over previous
generations of unconnected
products that only could be
adapted through a physical visit
from an engineer. However, in the
enthusiasm for this convenience,
the cost of OTA upgrades has been
overlooked. 

Although the connectivity cost of
downloading a patch or a minor
upgrade is trivial on a per-device
basis, the situation changes rapidly
in the face of firmware updates. This
necessitates a larger data packet to
be transmitted and a management
process to be enacted that often is
manual. On its own, this remains a
low-cost activity but, when
multiplied across thousands, or
hundreds of thousands, of devices,
the costs start to become
substantial. 

Why Blind Updates Replicate Costs

In addition, much of this activity
currently is conducted blind. OTA
updates may be sent when a
machine is off, busy, or non-
communicative for other reasons.
These so-called blind updates have
relatively high failure rates, often
involving partial downloads that
need to be repeated, thereby
causing replication of costs.
Alarmingly, this can happen several
times per device before an update is
successful.

Aeris Connectivity-Aware OTA APIs
increase the efficiency of remote
software updates by identifying
connectivity status and prioritising
network-ready devices. This increases
success rates and minimises
operational and data transport costs
associated with re-trying.

Example 2: OTA firmware
upgrades 

For one provider of electrical
vehicle charging stations, OTA
firmware updates led to overage

charges in excess of US$150,000
over a three-month period. The
company’s module mandated an
OTA firmware update, which
triggered an unintended increase in
device usage, resulting in
substantial overage to the charging
station connectivity plan.

The company did not have proactive
alerting set up on their devices so
they did not know about the
increased usage until they got the
bill. Once they identified the cause
of the increased usage, they needed
to send down another update to get
devices back to their normal usage
patterns, which required a further
OTA update and more additional
network usage. 

If the company had utilised Aeris
AerPort’s proactive alerts, they
would have caught the overage
issues faster; and if the company
had Aeris Connectivity Aware OTA
APIs, they would have reduced the
time to complete the update by 1.5
months and cut their overage costs
in half, resulting in savings of
US$75,000. 

Over-The-Air (OTA) Upgrades



Early on in the M2M/IoT market,
the best deal was the cheapest deal
when it came to IoT connectivity.
However, the lowest cost today is
unlikely to be the best value in two,
or even one, years’ time. This is
because pricing is dropping rapidly.

Traditional IoT connectivity
contracts are designed to lock
customers into the highest possible
rates for connectivity even though
rates are dropping rapidly year-on-
year. Such contracts lock in
customers via two key methods:
high cancellation fees and costly
overage rates. 

Those that agree to long-term
contract terms are faced with high
cancellation fees that make
migration – via a SIM swap –
unreasonable. This means they
quickly lose the ability to compete
because they are unable to track the
market price for connectivity for
their application or service. 

High overage rates are another
cause for concern. A general,
industry-wide lack of tools and
visibility means many enterprises
cannot operate their device estate
in an optimised way. 

Added to this, contracts often are
on a per device basis – even if the
organisation has not deployed all
the devices. Contracts often have
minimum device numbers that
organisations are required to roll-
out and pay for. This constrains
innovation and the trialling of
services. If, for example, you want to
roll-out a new service but your
connectivity provider insists on a
minimum commitment for 25,000

devices, you already are committed
to substantial cost for a service you
do not know will succeed.

And worse, if the service fails, you
will not be able to cancel easily.
Many IoT providers structure their
contracts in such a way that there
are severe penalties for
terminations or cancellations. We
have seen these to be as high as
US$15 per SIM. This is
unsustainable even for a large
organisation looking to trial new
services and these costs will be
factored into decisions of when and
if to launch a service.

We believe connectivity providers
are limiting their own future market
potential with these constraining
terms. New services that could result
in huge volumes of connectivity may
suffer delayed or cancelled
introduction because organisations
do not have control of connectivity
costs as pricing declines and the cost
of cancellation is prohibitively
expensive.

Aeris does not believe in locking in
customers to uncompetitive
connectivity fees and do not charge
termination fees to our customers,
thereby enabling them to make the
best decisions for their business.
Instead, Aeris believes that
purchasing power, coupled with
tools such as rate plan optimisation
software, ensure the most
competitive offer for connectivity
without the straitjacket of long-
term contracts, punitive
cancellation charges, and onerous
minimum commitments.

Overcoming Issues to Lower TCO

There are many ways for
organisations engaging in IoT to
lower the total cost of ownership.
These three examples are easy to
identify, provide substantial cost
reductions, and have clear solutions
that can be implemented readily.
The development of IoT is
dependent on enabling an
ecosystem in which new ideas can
be trialled and existing concepts can
be scaled up radically so that
economies of scale can be brought
to bear. 

Bringing non-performing assets into
use, controlling the costs of OTA
upgrades by managing process
more effectively, and ending
contract inflexibility are strong
paths for enabling a long-term IoT
ecosystem. These concepts will
result in reducing the headline cost,
lowering the costs of trial, and,
inevitably, reducing the cost of
failure. 

As IoT volumes increase, these
savings will only become larger.
Although no one ever saved their
way to greatness, no business
became great by ignoring
unnecessary costs. 

Speak to Aeris now to learn how
your business can lower its IoT TCO.
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Figure 2: Energy saving measures will gain more traction over the next five years

Contract Terms
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Produced by the mobile industry for the mobile industry,
Mobile World Live is the leading multimedia resource that
keeps mobile professionals on top of the news and issues
shaping the market. It offers daily breaking news from around
the globe. Exclusive video interviews with business leaders and
event reports provide comprehensive insight into the latest
developments and key issues. All enhanced by incisive analysis
from our team of expert commentators. Our responsive
website design ensures the best reading experience on any
device so readers can keep up-to-date wherever they are.

We also publish five regular eNewsletters to keep the mobile
industry up-to-speed: The Mobile World Live Daily, plus
weekly newsletters on Mobile Apps, Asia, Mobile Devices and
Mobile Money.

What’s more, Mobile World Live produces webinars, the Show
Daily publications for all GSMA events and Mobile World Live
TV – the award-winning broadcast service of Mobile World
Congress and exclusive home to all GSMA event keynote
presentations.

Find out more www.mobileworldlive.com

Disclaimer: The views and opinions expressed in this whitepaper are those of the authors and do not
necessarily reflect the official policy or position of the GSMA or its subsidiaries.

Aeris is a pioneer and a leader in the market of the Internet of
Things with a proven history of helping companies unlock value
through connected technologies. We strive to fundamentally
improve business performance by dramatically reducing costs,
accelerating time-to-market, and enabling new revenue
streams. Built from the ground up for IoT and road tested at
scale, the Aeris Fusion IoT Network™ and the Aeris Mobility
Platform span the IoT technology stack―from global
connectivity to application services.

Visit www.aeris.com to learn how we can inspire you to create
new business models and to participate in the revolution of the
Internet of Things.

Find out more www.aeris.com/get-connected

Three Ways to Lower Total Cost of Ownership for Your IoT Deployments 7


