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Example of an overage 
spike caused by a 
faulty OTA update bug 
that Aeris was able to 
identify and resolve.

Summary
As an IoT solution provider for connected vehicles, it’s up to you to 
ensure that all of your devices work for the vehicle, and that any 
problems can be resolved as soon as possible. But you’re not alone. 
An experienced and attentive connectivity provider like Aeris will 
help you plan ahead, catch any issues as they occur, and work with 
you to keep your devices working as they should.

For twenty years, we’ve worked with IoT solution providers to connect millions of 
devices around the globe. Along the way, we’ve learned valuable lessons about 
preventing, diagnosing, and resolving IoT issues. Our goal is to share our two 
decades’ worth of knowledge so that you have a better idea of where most issues 
occur, and how to avoid them.

Preparing for Complex, Unforeseen Challenges
Providing a reliable IoT solution for connected vehicles has its own set of  
challenges. Connecting vehicles via a cellular network is much more complicated  
than connecting cell phones via a cellular network because the vehicles have to 
find a way to alert you, the solution provider, that there’s a problem if one occurs. 

For instance, a connected vehicle might be attempting to send and receive data  
and either gets no answer or an indecipherable one from the server. It will wait  
for an allotted amount of time, and then repeatedly try to reconnect. This endless  
reconnection loop can wreak havoc on your usage rates, especially if there are 
hundreds of thousands of vehicles with the same issue. 

Below is a real-world example of usage rates skyrocketing for a client due to an  
unforeseen OTA update bug. Aeris had eyes on the situation as it happened, and 
we were able to diagnose and resolve the problem.

In order to prevent connectivity issues like the example above from happening in 
the first place, it’s important to understand exactly where things can go wrong in 
an IoT solution, or the Danger Zones. 
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The Five Danger Zones of IoT Solutions
From infrastructure upgrade errors to hacked devices, a lot can go wrong with IoT solutions.  
There are five general danger zones to look out for.

Danger Zone Potential Problems Consequences

IoT Solution  
Provider’s Cloud

• Unable to connect to the cloud server
• Traffic spikes from a single end-customer
• Infrastructure upgrade errors

• Significant overages from device retries
• Latency for other customers connecting 

to the same cloud
• Nationwide outage for majority of  

app features

Mobile Core • Contract-usage mismatch
• Surprise traffic surges

• Money spent on unused data
• Scrambling to limit the impairment  

to as few customers as possible

Transit • “Backhoe fading” (a critical cable  
is accidentally dug up, damaged,  
or cut by a backhoe or other 
construction activity)

• Complete service outage

RANs  
(Radio Access Networks)

• Device ping-ponging between  
cell towers

• Network changes by the MNO 
(MobileNetwork Operator)

• Overloaded cell towers
• Poor indoor coverage
• Outdoor coverage gaps

• No data connection
• Multiple, often silent,  network outages
• Reporting delays, failed OTA updates
• Failures for applications like remote 

health monitoring
• Impairment of mission critical features 

for applications like automotive

Connected Things • OTA bugs
• Hacked devices used as DDoS attackers
• Unauthorized third-party app use
• Remote operation failure
• Antenna failure
• App/network timing mismatch
• Device misconfiguration
• Constant data retransmission from 

interrupted data connections
• Stolen devices used for rogue  

SMS service

• Multi-million dollar overage charges
• Extensive legal issues that can  

put business in financial risk; 
damaged reputation

• Multi-million dollar overage charges
• Hours-long support calls
• Significant service outages
• Failure for video applications due  

to higher latency rates
• Shortened device battery life
• Data overages or outright device failure
• Increased cost due to overage charges   

Some of the above potential issues are more likely to occur than others. For instance, 
the likelihood of software bugs is higher than theft and hacking, which are thankfully 
rare, outlier occurrences.
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Throughout our twenty years of working with IoT solution providers, we’ve 
noticed that the majority of issues occur at the device level, with RANs and the 
cloud also being major areas where things can go wrong. 

Frequency and impact of danger zones based 
on data from the past twenty years of Aeris’ 
connectivity support for IoT solution providers.  
 
Source: Study of 163 Aeris connectivity 
network tier 3 incident escalation and 
follow-up reports (2016–2019). Impact 
combines breadth of issue (percentage of 
devices involved) and time to resolution. 
Generally, issues in device and solution cloud 
configuration, which can easily affect large 
portions or all of a customer’s devices, take 
longer to investigate and resolve (measured 
in days, in the worst cases) than RAN or core 
issues (measured usually in minutes and at 
most in hours).

Prevalent or not, you still need to have insight into these potential issues so if 
they do pop up, you can detect and resolve them in coordination with your IoT 
connectivity supplier. 

Preventative Best Practices  
for Common IoT Issues
With certain preventative measures in place, you can avoid falling into the five 
danger zones detailed above. 

Optimal Carrier Preference Practices 
By default, if your devices use a standard SIM from a Mobile Network Operator 
(MNO), that MNO will prioritize the use of roaming networks in a way that favors 
its own cell towers and bottom line. While in some cases, carrier preferences can 
keep your costs low, your coverage might significantly suffer as a result, creating 
issues for your end customers.  

However, if you use a SIM from an IoT connectivity supplier that has established 
relationships with carriers, tower selection will be based on performance, meaning 
you’ll get the best connection quality for your IoT solution at a reasonable rate. 
In particular, tower prioritization will make a huge difference for you if your IoT 
solution is fixed or battery-powered to ensure it can connect and will not use up 
the battery on countless attempts to reconnect.

Relative Incident Occurance Frequency x Impact

IoT Solution Provider’s Cloud

Transit

Connected Things

RANs

Mobile Core
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Network-Aware Application Design
It’s important to design your application in a way that provides helpful indicators to 
your users, so that they can better understand what’s going on in the event of any 
connectivity issues. 

For a connected vehicle that requires wireless connectivity for OTA updates, 
navigation, and music streaming, you may want to show network signal strength 
in your solution’s UI. That way, if a user has their vehicle parked in a garage and  
notices that they have low or no signal strength, they can troubleshoot the problem 
themselves by moving the vehicle to a more open area to receive a better signal. 

Correct Device Configuration
Device behavior is a main source of major issues, especially when SIMs and radio 
modules are involved. For example, retrieving the status from devices all in the 
same locations versus a randomized selection can lead to cell tower and possible 
cloud server congestion. 

Your connectivity supplier can help you configure your devices in several ways, 
including: 

• Preventing cell tower and cloud server congestion by not connecting too many 
device in one geographic area  

• Initiating cellular connections only when necessary and then closing them at 
completion to avoid overloading a local cellular network  

• Accessing the right connection type such as a point to point connection (circuit 
switched) or breaking up data into small packets for transmission (packet switched)

• Implementing a watchdog timer that initiates a secure edge-system reboot of 
a devices if connectivity persistently fails 

• Making sure your IoT solution supports updates to the list of roaming networks 
to ensure you can reliably access coverage-optimized roaming 
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Detecting and Resolving Coverage and Connectivity Issues 
Preventative measures are critical, but not bulletproof. In cases where unexpected 
issues do occur, it’s important to make sure that you have the ability to resolve them.

When selecting a connectivity supplier, it’s vital that you pick one that will: 

• Give you a complete, end-to-end record of every interaction your devices had  
with the network and endpoints in a system (and what’s more, because the  
connectivity supplier is monitoring multiple customers at once, they can 
“crowdsource” information about issues early, even before their MNO 
partners detect them) 

• Give you access to that end-to-end visibility

 
To properly troubleshoot and identify problems at individual device and device pool 
levels, both your connectivity supplier and you need the ability to view a record of 
all the device interactions in your system. Having access to that connectivity data 
allows you to locate anomalies. Then, based on the location of those anomalies, 
you can ask and get answers to questions such as:

• Where in the system is the root of the problem—the device itself,  
the network, or the application?

• Is this problem specific to one of my device types, or all of them? 
• What percentage of my devices are affected? 
• Is this problem upstream or downstream? 
• What cloud endpoints (mine or those belonging to others) are involved? 

 
After determining the root cause of your problem and answering your questions, 
your connectivity supplier can then work with you to resolve it—and in turn, you’ll 
have happy customers and earn a reputation as a reliable IoT solution provider

Finding a Partner in Success
The Aeris Fusion IoT Network is the only cellular IoT network that provides 
visibility into and control over your entire connected operation, globally and 
at scale. Fusion’s unique capabilities are made possible by our purpose-built 
core network—which controls all device/network interactions and allows us to 
detect anomalies and take proactive measures to prevent issues throughout your 
system—and by our team of expert network engineers who work around the clock 
to monitor and protect your end-to-end system.

 
 
Read the Fusion IoT Network Brochure to learn more.

Ready to get started? Contact us:  
info@aeris.net or +1 408 557 1993

© 2021 Aeris Communications, Inc. All rights reserved. No portions of this document may be  
reproduced without prior written consent of Aeris Communications, Inc. Specifications are subject to  
change without notice. Aeris, the Aeris logo, Aeris Connection Lock, and Aeris AerPort are trademarks or 
registered trademarks of Aeris Communications, Inc. in the United States and/or other countries. 0521

AERIS WHITEPAPER 
HOW TO AVOID KILLING YOUR CONNECTED VEHICLE APPLICATION
© 2021 AERIS COMMUNICATIONS, INC.

https://www.aeris.com/iot-solutions/aeris-fusion-iot-network/
https://www.aeris.com/get-connected/

